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WELCOME BACK
WHAT WOULD YOU LIKE TO DO?

Varinstallationsapp ger dig méjligheten att utnyttja den fulla potentialen av DualCom Pro Range! Fjarransiut,
konfigurera och testa dina anslutna enheter oavsett var du befinner dig.

# Download on the GETITON
S App Store » Google Play

(https://play.google.com/store/apps/details?id=com.cslgroup.mybase&hl=en_GB&gl=US)

Senaste informationen
https://www.csl-group.com/se/stod/my-base/
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Quick Guide

The App Store (https://apps.apple.com/gb/app/csl-my-base/id1479184708#?platform=iphone)

Google Play (https://play.google.com/store/apps/details?id=com.cslgroup.mybase&hl=en_GB&gl=US&pli=1)

Registrera dig Nu (https://www.csl-group.com/se/resurser/my-base-app-2-0/#contact)

One-Time Access Portal (https://mybase.csl-group.com/new-install)

Introduction

My Base provides Installers with the ability to manage and configure DualCom Pro devices on a handy App/Web
portal.

Simply download CSL My Base from your appropriate App store and obtain log-ininformation from CSL (or the
CSL web administrator within your company) to access these great features:

View path status Check signal strength View panel connection status Configure static IP
information
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Amend panel connection Change pin configuration Check ATS path availability Remotely upgrade device
firmware

7N

e : ’ - @3

000 O N

000 5
View Alarms Test Alarm Invert fault relay Configure outputs
(you must still check with your
ARC that

alarms are being received by

them) (\

A\

CSL Group | www.csl-group.com Sida3avl7



& CSL

Amend Smart Reporting Add estate name
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User Management for My Base 2.0 & the CSL Live Shop

User Management

The User Management area within CSL Live allows you to create/manage Shop and My Base logins for

your employees - feature only available for accounts with ‘Admin’ Permissions. User Management is not

available viathe My Base App, you must use the CSL Live portal via aweb browser. CSL Live is splitinto two
sections the Shop and My Base. ‘Admin’ permissions are given for these sections separately. You will only be able
to create/manage users under the area you have been allocated ‘Admin’ permissions.

For Example

e Accountswith ‘Admin’ permissions for the Shop - can create/manage users for the Shop.
e Accountswith ‘Admin’ permissions for My Base - can create/manage users for My Base.

e Accountswith ‘Admin’ permissions for both - can create/manage users for both.
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Accessing the User Management area from CSL Live Shop or My Base

Adminusers willbe able to access this feature via the ‘Person’iconin the top right of the screen, under
‘UserManagement’.

—>

I nstaller@csl-group.com

User Management Home Page

The User Management home page is where you can view and search all logins under your account. You will be able
to create new logins and amend an existing account’s credentials. There is also the ability to deactivate any
account should this be required.

USER MANAGEMENT

Manage your staff permissions below

USERMAME / EMAL

user Limited Access Actwe

CSL Group | www.csl-group.com Sida5av17



& CSL

Create New User

Click ‘Create User’, just above the table. A pop-up box will be displayed where you can add a new user’s details to
create anew login. Youwill only be able to view and select the available roles under ‘Shop Permissions’ and ‘My
Base Permissions’ if your account has ‘Admin’ permissions for these areas.

CREATE USER

Ve Oy

Ragr sdes

Desconnmectons
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Manage Existing Users

Select ‘Manage’ on the useryou wish to amend. A pop-up box will be displayed where you can amend the user’s
details. You can amend their: first name, last name, Shop/My Base credentials and deactivate an account. You
canalso view when the user was created and when they lastlogged into this section.

EDIT USER X

Steve
Jones

sales@csl-group.com

tact Number® ()

07754 52000
None

Adrin

Regrades
Disconnections

Active

Created: 15 May 2002 06802

More information:

e ‘Regrades and Disconnections’ tick box (ARCs only) - this enables ARC Admin users toinitiate aregrade or
disconnectionrequest via My Base (web portal only) on behalf of the Installer.

e UDL/Remote ManagerAccess. Should any My Base users also require Remote Manager access, please
contactus. (https://www.csl-group.com/se/kontakta-oss/)

e Permissionroles explained: foran overview of the roles, please click here or fora more detailed explanation,
see page 3 of thisdocument.

Permissions Explained

CSL Live

View only User Admin None
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View recent orders Y Y Y N
Track orders Y Y Y N
View products N Y Y N
Order products N Y Y N
Access service N N Y N
requests

Approve/reject N N Y N

servicerequests

Receive service N N Y N
request notification

emails

Create additional N N Y N
users

Suspend current users N N Y N
Manage email N N Y N

notifications

My Base
View only User Admin Limited site One Time Access

access

View Sites Y Y Y Only searched N
site

Search Sites Y Y Y Only searched N
site

Site Search Boxes Y Y Y N N

Filter Search Y Y Y N N

Live Chat Y Y Y Y Y
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Entersite

Edit address

Edit Smart

Reporting

Firmware upgrade

Reboot

Edit panel

Edit pins

View Path Status

Edit Path Config

Send T Test Alarms

View Availability

Chart

View Alarms

Filter Alarms

Export Alarms

Invert Relay

Output

Initiate Change
Grade Request
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Initiate N Y Y N N
Disconnection
Request

Multi-Factor Authentication

How To Set It Up:

1. Enteryourusername and password on CSL Live orthe My Base App as usual.
Openyour Authenticator App, and select ‘send code via email’ or ‘send code via SMS’.
Receive a code from your Authenticator App, program, email or SMS.

Enterthe code in CSL Live or the My Base App.

o A w0

You are now securely loggedin.

What Is Multi-Factor Authentication (MFA)?

MFAis an authentication process that requires two methods to verify the identity of a user, strengthening the
access security of a system. This form of authentication protects against phishing, social engineering and
password brute-force attacks. Moreover, it has the capability to secure logins from attackers exploiting weak or
stolen credentials.

Why Is MFA Important?

MFA s a vital part of a zero-trust security model. To protect sensitive data, users requesting access to data must
confirmthey are who they say they are. MFA ensures protection against many security threats that target user
passwords and accounts, such as those mentioned above. If aremote attacker can tap into acomputerviaa
user’sinternet connection, they could gain access to the user’s password, along with a second form of
authentication, if both are delivered over the same channel. Remote attackers can’t attempt to stealauser’s
identity (in order to gain unauthorised access to information stored in applications) without that individual’s
physical device. By integrating MFA, attackers will be unable to access private accounts without possessing a
user’s physical device needed to complete the second factor.

What Type Of MFA Does CSL Use?

CSL uses time-factor authentication, sometimesreferred to as Time-Based, One Time Password (TOTP). The
TOTP MFAmethod generates acode intime-based intervals that the user must enterin orderto gainaccess. The
passcode generated by the authenticators, or SMS/email, expires after a certain period and a new one willbe
generated the next time auserlogsinto theiraccount. TOTP is part of the Open Authentication (OAUTH) security
architecture.
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CSL hasimplemented time-factor authentication with OTP, email and SMS. Here is a list of commonly used
authenticators approved by CSL:

Free OTP

Google Authenticator

e Microsoft Authenticator
o LastPass Authenticator

o 2FA Authenticator (2FAS)
e Aegis Authenticator

e Authy

e Due Mobile IBM Security Verify How does it work?
=] - E - Q
|———————=

1. Enteryourusername and password on CSL Live as usual

2. Receive acode from your Authenticator App, programme, email or SMS
3. Enterthe codein CSL Live

4. Youare now securelyloggedin

Which Industries Use MFA?

End-point security is rapidly becoming animportant concern for many industries. Regardless of which
applications users are accessing, protecting credentials is paramount to ensuring the security of the wider
business.
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Retail

Banking

Social Media

CSL Group | www.csl-group.com

Now the nation’s largest employing
industry, remote attacks have become
dominantin the sector and difficult to
prevent. Additionally, security solutions
are becomingincreasingly important for
retail asinformation technology adjusts
to aperimeter-less environment. MFA
provides peace of mind for companies
withinretail - allowing them to
authenticate the identities of users
accessing theirnetworks through
remote desktops and personal mobile
devices.

Banks use MFA to protect against the
many hacking attempts made onboth
theirowninternal and their customer’s
systems. MFA has helped many large
banks improve theirresiliency against
such attacks.

It has become paramount for all banks to
know which users and devices are
accessing their systems at any given
time. MFA allows the Banking industry to
secure remote devices and authenticate
every login attempt

Social media platforms and agencies
use MFA to protect the personal data of
billions of users worldwide. Companies,
such as Facebook, use authentication to
shield their developers from hacking
attempts when working on the
company’sinternal networks.

MFA also makes security easier for social
media companies by simplifying the
access process fordevelopers. Cloud-
based MFA solution protects
developers, and usersin turn, by
eliminating the need for hardware and
software installation.
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Government Current IT developments are challenging
government agencies to implement
rapid changes to theirinfrastructure, as
they look to accommodate the shift to
cloud and mobile.

MFA technology assists government
agencies as they put forward zero-trust
policies for the millions of users who
need access.

MFAFAQs

What if auser has lost or replaced their mobile device?

MFArelies onusers to have a device with which to authenticate. If that smartphone orlaptopislost, stolenor
replaced, users can self-enrol a new device by resetting their password via CSL Live. This feature can also be used
if the user purchases a new phone orlaptop to register MFA on their new device. Wherever a useris in the world
and whatevertechnology they are using, theirinformation will be secure.

Canlsetup MFA on multiple devices?
Yes, you can set up MFA on multiple devices - MFA lets you link multiple devices to your account.
My chosen authenticatorisn’t on thelist, isit OK to use?

CSL has tested and approved those listed in this document. We recommend that you use these authenticatorsin
order to ensure the reliability and accessibility of your CSL Live account.

I can’t use an authenticator App, what are my other options?

We’ve developed backup options for SMS and email in case you cannot use an authenticator app for whatever
reason. Simply select the SMS or email option when the system prompts you for a one-time code. All SMS/emails
have an expiry time of 60 seconds.

How can | find out more?
Formore information on MFA standard practices and guidelines please follow the links below.

National Cyber Security Centre (https://www.ncsc.gov.uk/guidance/multi-factor-authentication-online-services)

National Institute of Standards and Technology (https://www.nist.gov/back-basics-multi-factor-authentication)
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Vanliga fragor

Vad ar My Base-appen?

My Base-appen aren administrationsplattform med sjalvbetjaning fér enheterna DualCom Pro och DualCom Pro
2. Appen later dig kontrollera din signalstyrka, begéra byte av niva, skicka testlarm, visa tillganglighetsdiagram,
redigera panelprofiler, uppgradera firmware och visa larmloggar.

Hur farjag tillgang till My Base-appen?

Né&r du harinstallerat My Base-appen fran lamplig app-butik, beséker du CSL:s webbplats for att registrera ett My
Base-konto. Klicka har. (https://www.csl-group.com/se/resurser/my-base-app-2-0/#contact)

Av sakerhetsskal kommerviatt kontakta dig fér att godkanna din begéaran och stéllainlampliga
behorighetsnivaer for ditt My Base-konto. Nar du godkénts, skickar vi dina inloggningsuppgifter.

Behdver du support? Kontakta den tekniska supporten hos CSL pa +46 (0)10-204 2050.

Hur konfigurerar jag flerfaktorautentisering i My Base-appen?

Av sakerhetsskal, kravs nu flerfaktorautentisering (MFA) for att anvanda My Base-appen. Flerfaktorautentisering
Okar sdkerheten pa var plattform och kréver att anvéndare autentiserar sig med sitt anvdndarnamn/I6senord samt
entidsbegrénsad kod (varje kod upphor att gélla efter 60 sekunder). Koden erhalles via en autentiseringsapp, e-
post eller SMS. Ny autentisering krdvs en gang var 30:e dag,om anvandaren loggar ut eller om viuppdaterar CSL
Live.

Saharfungerardet:

1. LoggainiMyBase somvanligt med ditt anvandarnamn och ditt I6senord.
2. Dufarenkodviaenautentiseringsapp, e-post eller SMS.
3. Ange kodeniMy Base.

4. Duérnuinloggad pé ett sdkert satt.

Omdurékarut férndgra problemistegen ovan, sa startas autentiseringsprocessen omvid en aterstallning av ditt
|6senord. Kontakta den tekniska supportenhos CSL pa +44 (0) 1895 474 444, om problemet kvarstar och du
behdverhjalp.
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Vilka autentiseringsappar fungerar med My Base?

Harfoljer enlista pa vanligt forekommande autentiseringsappar som godkants av CSL:

e Google Authenticator

Microsoft Authenticator

LastPass Authenticator

2FA Authenticator (2FAS)

Aegis Authenticator
o Authy

e Due Mobile

e IBM Security Verify
e Free OTP

Minainloggningsuppgifter fungerar inte med My Base-appen, vad skajag gora?

Aterstéllning av dittldsenord startar om processen med flerfaktorautentiseringen och l6ser de flesta problemen
vidinloggning. Om duinte farnagot e-postmeddelande eller SMS med ditt engangslésenord, behdver du
kontakta den tekniska supporten hos CSL for att uppdatera dina kontaktuppgifter. Kontakta oss pa +44 (0) 1895
474 444,

Kan jag kontrollera signalstyrkan i min enhet via My Base?

Ja-sasnart en enhet ar driftsatt, kommer du att kunna kontrollera om enheten &r ansluten och vilken signalstyrka
denhar(endastrelevant férradiolankar, LAN-lankar visar bara om natverket aranslutet ellerinte).

Signalstyrkan visas pa en skala frdn 0-10, dar 10 &r den starkaste signalen. Du bor sikta pa minst 4/10 for att skicka
och taemot signaler pd ett tillforlitligt satt. Enheter som uppfyller kravet pa signalstyrka visaren GRON BOCK
bredvid lanken. Enheter med 3/10 eller lagre visar ett ROTT KRYSS bredvid lanken. Det arinte en lamplig
anslutningsniva, da du kan raka ut for problem vid sdndning och mottagning av signaler.

Kan jag skicka ett testsamtal/-larm via My Base?

Ja-gaforstinpanagonrealtidssida. Tryck pa symbolenidet dvre hdgra hérnet, under Signalvagar, dar det finns
trelinjer. Du bdr se ett alternativ fér att skicka ett testsamtal/-larm. Alla samtal, inklusive tester, loggas langst ner
padensidaduarpa. Rullanerlangst nerforatt se dessa.
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Kan jag se forluster av anslutningen via My Base-appen?

Ja-gaforstinpanagonrealtidssida. Under Tillgdnglighetsdiagram, ser du tillgéngligheten for alla lankar. Ett visat
varde palinnebaratt detinte finns ndgra problem med tillgdngligheten pa en angiven dag. Ett varde pa O innebar
forlust av tillganglighet. Diagrammen visar data for upp till 30 dagar, men diagrammen kan justeras for att bara
visa1-30 dagar, anvand skjutreglaget for att justera detta.

Kan jag uppgradera firmware i en enhet via My Base-appen?

Ja - hitta den enhet som behdver uppgraderas. Narden ar vald, bladdrar du till avsnittet Hardvara och klickar pa
knappen UPPGRADERA. En dialogruta visas for att bekrafta uppgraderingen, klicka pa Ja sa inleds firmware-
uppgraderingen. Dialogrutan férsvinner och knappen som tidigare hade texten UPPGRADERA, visar nu VISA
STATUS. Dukan nu trycka pa den for att visa status for din begéran.

Det finns tva faseriuppgraderingen, initialisering av begéaran och slutférande av begéran. En text visas som sager
Firmware-uppdatering slutférd sa snart allt har uppgraderats.

Kan jag andra en panelprofilen for en enhet via My Base-appen?

Ja-valjden enhet som duvill &ndra panelprofil for. Tryck pa symbolenidet vre hdgra hdrnet, under avsnittet
Hardvara, dar det finns tre linjer. Klicka pé alternativet for Redigera panel. Du kan vélja upp till tva panelprofiler. Nar
du 3rnéjd med dinaval, klickar du pa Spara dndringar for att bekrafta. Dettainitierar automatiskt en omstart efter
vilken panelprofilerna har andrats.

N&r du nu tittar pa enhetens panelprofil, i avsnittet Hardvara, kommer den att visa namnet pa de nya profiler som
duvalde.
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Permissions

Permissions Guide

The My Base App enables Installer companies to work in the most efficient way possible. However, not everyone

needs access to everything! This is why we have created different permission levels depending on the

employee’srole and responsibilities. The table below outlines the permission levels available. Contact us today

via sales@csl-group.comto set your team up! Are you an Admin User? Simply log in via CSL Live on a web browser

to start managing your team’s permissions!

Permission
level

View Only

One Time
Access*

Limited
Site Access**

User

Admin***

IMPORTANT

Suitable for

Office Staff

Contractor/
3rd Party

Engineers

Senior
Engineers

Management

My Base login
details are
required

Yes

Yes

Serial number
& connection
ID of device
required for
access

Yes

Yes

Yes

View current
installation

Yes

Yes

24 hours only

Yes
Scanthe QR
codeonthe
device

Yes

Yes

View installed

sites

Yes

Yes

Scanthe QR
codeonthe
device

Yes

Yes

Configure & Manage user
test access &
notifications

Yes
24 hours only

Yes

Scanthe QR
codeonthe
device

Yes

Yes Yes

* One-Time Access - access to the device is only available via a web browser - mybase.csl-group.com/new-

install (https://cslgroup.enginecms.co.uk/formgen/editform/chapters_uk/mybase.csl-group.com/new-install)

** Limited Site Access - scan the device’s QR code on-site to provide access via the My Base App

*** Admin - User Managementis only available on CSL Live via a web browser, not via the My Base App
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